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Introduction to the Office Communications Server 2007 MP Management Pack for Operations Manager 2007

Document Version

This guide was written based on the 6.0.6362.4 version of the Office Communications Server 2007 MP Management Pack.

Getting the Latest Management Pack and Documentation

You can find the Office Communications Server 2007 MP Management Pack in the System Center Operations Manager 2007 Catalog.

What's New

The following features are new in this release of the Office Communications Server 2007 MP Management Pack: 

This is a new OpsMgr 2007 MP for Office Communications Server 2007.

A MOM 2005 Version already exists. 
Specific to the OpsMgr 2007 MP is:

· New discovery for OpsMgr 2007 
· Collection rules for Data Warehouse for all performance counters
· New views per discovered type

· Noise reduction with reduced number of critical Alerts and no more informational Events
Supported Configurations

The Office Communications Server 2007 Management Pack for Operations Manager 2007 supports the following configurations:

It is required to use System Center Operations Manager 2007 SP1. 

	Operating system
	Office Communications Server 2007 x86

	Windows Server 2003 R2 Standard Edition 

Windows Server 2003 R2 Enterprise Edition 

Windows Server 2003 R2 Datacenter Edition 

Windows Server 2003 Service Pack 1 Standard Edition 

Windows Server 2003 Service Pack 1 Enterprise Edition 

Windows Server 2003 Service Pack 1 Datacenter Edition

Windows Server 2003 Service Pack 2 Standard Edition 

Windows Server 2003 Service Pack 2 Enterprise Edition 

Windows Server 2003 Service Pack 2 Datacenter Edition
	X


Getting Started

This Management Pack does not require any additional configuration after the management pack is imported.
Files to Download

To monitor Office Communications Server 2007, you must first download the Office Communications Server 2007 MP Management Pack from the Management Pack Catalog, located at http://go.microsoft.com/fwlink/?LinkId=82105. The Office Communications Server 2007 MP Management Pack includes the following files: 

· 
rtc2007mp_scom.mp
· RTC2007MP.html


OCS 2007 for OM2007 Guide.doc

SC Management Pack Supplemental notice.doc

Note 

If you do not install the updated Microsoft Operations Manager 2005 Backward Compatibility Management Pack before you install the Office Communications Server 2007 MP Management Pack, your installation will fail.

Recommended Additional Management Packs

	Management Pack

	Message Queuing 3.0

	SQL Server 2000/2005

	Windows DHCP Server 2000/2003/2008

	Windows DNS Server 2000/2003/2008

	Windows Server Operating System

	Windows Server Internet Information Services (IIS) 2000/2003

	Windows Server 2000/2003 Active Directory


We also recommend looking into the Management of Hardware Load Balancers used by Office Communications Server 2007.
How to Import the Office Communications Server 2007Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).

After the Office Communications Server 2007 MP Management Pack is imported, follow these procedures to finish your initial configuration: 

Create a new management pack in which you store overrides and other customizations. 
Make sure that all overrides for the Office Communications Server 2007 MP Management Pack are stored in this new management pack.
Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

There is no additional configuration for the Office Communications Server 2007 MP Management Pack.
Enabling Performance Threshold Rules

It is very difficult to deliver a performance threshold rule that is suitable for most environments; therefore, most performance threshold rules are initially disabled. The following table lists the performance threshold rules that we recommend you enable. Before you enable a performance threshold rule, you should baseline the relevant performance counters, and then apply the appropriate overrides to define and enable a suitable threshold for your environment. 

The following rule threshold ranges and intervals represent the recommended minimum and maximum values for most environments.

	Rule Name
	Rule Group Path

	A/V Edge - 01 - TCP Counters\- 016 - Client SetActiveDestination Request Errors/sec\_Total
	AV Edge Server

	A/V Edge - 01 - TCP Counters\- 008 - Connections Reset (TCP Parsing Error)/Sec\_Total
	

	A/V Edge - 01 - TCP Counters\- 014 - Client Send Request Errors/sec\_Total
	

	A/V Edge - 00 - UDP Counters\- 015 - Session Idle Timeouts/sec\_Total
	

	A/V Edge - 01 - TCP Counters\- 012 - Client Request Errors/sec (4xx Responses/sec)\_Total
	

	A/V Edge - 00 - UDP Counters\- 012 - Client Send Request Errors/sec\_Total
	

	A/V Edge - 01 - TCP Counters\- 017 - Session Idle Timeouts/sec\_Total
	

	A/V Edge - 00 - UDP Counters\- 014 - Client SetActiveDestination Request Errors/sec\_Total
	

	A/V Edge - 00 - UDP Counters\- 010 - Client Request Errors/sec (4xx Responses/sec)\_Total
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 067 - External Messages/sec Dropped Due To Multiple Incompatible DNS SRV Results\
	Access Edge Server

	LC:SIP - 09 - Access Edge Server Messages\SIP - 053 - Messages/sec From Users Not Enabled For Federation\
	

	No secure transport is configured for Mutual Authentication.
	

	A registry specified configuration value is invalid.
	

	The Access Edge Server detected a clock skew
	

	A request received a final response but timed-out without the response being sent out.
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 025 - External Messages/sec Dropped Due To Federation Disabled\
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	LC:SIP - 08 - Access Edge Server Connections\SIP - 017 - Rejected IM Service Provider Connections/sec.\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 055 - Messages/sec From Users Not Enabled For Public IM Providers\
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	LC:SIP - 08 - Access Edge Server Connections\SIP - 017 - Rejected IM Service Provider Connections/sec.\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 055 - Messages/sec From Users Not Enabled For Public IM Providers\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 061 - External Messages/sec Dropped Due To Unauthorized IM Service Provider Domain\
	

	The attempt to rollback the initial directory update failed during the move user operation.
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 059 - External Messages/sec Dropped Due To Blocked IM Service Provider Domain\
	

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 063 - External Messages/sec Dropped Due To Unauthorized Allowed or Discovered Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 031 - Remote User Client Messages/sec Dropped Due To Access Disabled\
	

	The attempt to rollback the initial directory update failed during the move conference directory op
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 065 - External Messages/sec Dropped Due To Incompatible DNS SRV Result for Allowed Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 033 - Anonymous User Client Messages/sec Dropped Due To Access Disabled\
	

	A registry specified configuration value is invalid.
	

	An unexpected authentication challenge response (401/407) was received from a non-server source.  T
	

	At least one replayed message was detected.
	

	Move user operation failed.
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 073 - Messages/sec Dropped Due To Incompatible Boss Domain\
	

	LC:SIP - 08 - Access Edge Server Connections\SIP - 013 - Rejected External Edge Server Connections/sec\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 071 - Messages/sec Dropped Due To Incompatible Asserted Identity\
	

	Some requests were rejected as they exhausted the Max-Forwards limit.
	

	The CRL could not be downloaded for certificate:
	

	Active Directory operation failed while verifying validity of service account password
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 069 - External Messages/sec Dropped Due To Incompatible Message Domain\
	

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 029 - Client Messages/sec Dropped Due To Unsupported Internal Domain\
	

	At least one invalid authentication signature was detected.
	

	At least one attempt to reference stale (non-existent or deleted) security association was detected
	

	At least one authentication challenge response could not be sent back to a client.
	

	No password expiration checking will be done for the service account.
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	Archiving Server

	Active Directory operation failed while verifying validity of service account password
	

	No password expiration checking will be done for the service account.
	

	AVMCU - 02 - Informational\AVMCU - 003 - Total SIP REINVITE Rejected\
	Audio Video Conferencing Server

	AVMCU - 01 - Planning\AVMCU - 002 - Total Users Added\
	

	AVMCU - 02 - Informational\AVMCU - 001 - Total SIP INVITE Sent\
	

	AVMCU - 02 - Informational\AVMCU - 002 - Total SIP REINVITE Accepted\
	

	AVMCU - 01 - Planning\AVMCU - 004 - Total RtpConferences Created\
	

	AVMCU - 02 - Informational\AVMCU - 004 - Total Picture Freeze/Fast Update Request Sent\
	

	AVMCU - 01 - Planning\AVMCU - 000 - Total Conferences Created\
	

	AVMCU - 01 - Planning\AVMCU - 001 - Total Conferences Deleted\
	

	AVMCU - 02 - Informational\AVMCU - 000 - Total SIP BYE Sent\
	

	AVMCU - 01 - Planning\AVMCU - 003 - Total Users Removed\
	

	The Communicator Web Access authentication module was unloaded.
	Communicator Web Access

	The Communicator Web Access authentication module started successfully.
	

	The Communicator Mobile for Java session service was stopped.
	

	The Communicator Mobile for Java session service was started.
	

	Active Directory operation failed while verifying validity of service account password
	Enterprise Edition

	A deprecated method was called while moving a user.
	

	At least one authentication challenge response could not be sent back to a client.
	

	A request received a final response but timed-out without the response being sent out.
	

	A registry specified configuration value is invalid.
	

	Move user operation failed.
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	An unexpected authentication challenge response (401/407) was received from a non-server source.  T
	

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	

	A registry specified configuration value is invalid.
	

	No password expiration checking will be done for the service account.
	

	The attempt to rollback the initial directory update failed during the move conference directory op
	

	A registry specified configuration value is invalid.
	

	No secure transport is configured for Mutual Authentication.
	

	At least one attempt to reference stale (non-existent or deleted) security association was detected
	

	LC:USrv - 18 - Directory Search\USrv - 005 - Search Latency (ms)\_Total
	

	The CRL could not be downloaded for certificate:
	

	At least one invalid authentication signature was detected.
	

	The Access Edge Server detected a clock skew.
	

	Some requests were rejected as they exhausted the Max-Forwards limit.
	

	At least one replayed message was detected.
	

	The attempt to rollback the initial directory update failed during the move user operation.
	

	A registry specified configuration value is invalid.
	

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	Active Directory operation failed while verifying validity of service account password
	Monitoring Server

	No password expiration checking will be done for the service account.
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	Some requests were rejected as they exhausted the Max-Forwards limit.
	Proxy Server

	The attempt to rollback the initial directory update failed during the move conference directory op
	

	The Access Edge Server detected a clock skew.
	

	At least one invalid authentication signature was detected.
	

	Active Directory operation failed while verifying validity of service account password
	

	Move user operation failed.
	

	No password expiration checking will be done for the service account.
	

	The CRL could not be downloaded for certificate:
	

	At least one authentication challenge response could not be sent back to a client.
	

	An unexpected authentication challenge response (401/407) was received from a non-server source.  T
	

	At least one replayed message was detected.
	

	The attempt to rollback the initial directory update failed during the move user operation.
	

	A request received a final response but timed-out without the response being sent out.
	

	A registry specified configuration value is invalid.
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	At least one attempt to reference stale (non-existent or deleted) security association was detected
	

	No secure transport is configured for Mutual Authentication.
	

	A registry specified configuration value is invalid.
	

	At least one replayed message was detected.
	Standard Edition

	A registry specified configuration value is invalid.
	

	A registry specified configuration value is invalid.
	

	At least one attempt to reference stale (non-existent or deleted) security association was detected
	

	No password expiration checking will be done for the service account.
	

	A registry specified configuration value is invalid.
	

	The attempt to rollback the initial directory update failed during the move conference directory op
	

	LC:USrv - 18 - Directory Search\USrv - 005 - Search Latency (ms)\_Total
	

	At least one invalid authentication signature was detected.
	

	An unexpected authentication challenge response (401/407) was received from a non-server source.  T
	

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	A request received a final response but timed-out without the response being sent out.
	

	The attempt to rollback the initial directory update failed during the move user operation.
	

	Active Directory operation failed while verifying validity of service account password
	

	A deprecated method was called while moving a user.
	

	The password expiration checking mechanism failed to initialize. The service will not be able to mo
	

	The CRL could not be downloaded for certificate:
	

	At least one authentication challenge response could not be sent back to a client.
	

	No secure transport is configured for Mutual Authentication.
	

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	

	Some requests were rejected as they exhausted the Max-Forwards limit.
	

	A registry specified configuration value is invalid.
	

	The Access Edge Server detected a clock skew.
	

	Move user operation failed.
	

	
	


Enabling Performance Monitors

It is very difficult to deliver a performance threshold monitors that is suitable for most environments; therefore, some performance threshold rules are initially disabled. The following table lists the performance threshold rules that we recommend you enable. Before you enable a performance threshold rule, you should baseline the relevant performance counters, and then apply the appropriate overrides to define and enable a suitable threshold for your environment. 

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	Access Edge Server

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	LC:SIP - 08 - Access Edge Server Connections\SIP - 013 - Rejected External Edge Server Connections/sec\
	

	LC:SIP - 08 - Access Edge Server Connections\SIP - 013 - Rejected External Edge Server Connections/sec\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 029 - Client Messages/sec Dropped Due To Unsupported Internal Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 029 - Client Messages/sec Dropped Due To Unsupported Internal Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 031 - Remote User Client Messages/sec Dropped Due To Access Disabled\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 031 - Remote User Client Messages/sec Dropped Due To Access Disabled\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 033 - Anonymous User Client Messages/sec Dropped Due To Access Disabled\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 033 - Anonymous User Client Messages/sec Dropped Due To Access Disabled\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 053 - Messages/sec From Users Not Enabled For Federation\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 053 - Messages/sec From Users Not Enabled For Federation\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 055 - Messages/sec From Users Not Enabled For Public IM Providers\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 055 - Messages/sec From Users Not Enabled For Public IM Providers\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 059 - External Messages/sec Dropped Due To Blocked IM Service Provider Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 059 - External Messages/sec Dropped Due To Blocked IM Service Provider Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 061 - External Messages/sec Dropped Due To Unauthorized IM Service Provider Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 061 - External Messages/sec Dropped Due To Unauthorized IM Service Provider Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 063 - External Messages/sec Dropped Due To Unauthorized Allowed or Discovered Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 063 - External Messages/sec Dropped Due To Unauthorized Allowed or Discovered Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 065 - External Messages/sec Dropped Due To Incompatible DNS SRV Result for Allowed Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 065 - External Messages/sec Dropped Due To Incompatible DNS SRV Result for Allowed Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 067 - External Messages/sec Dropped Due To Multiple Incompatible DNS SRV Results\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 067 - External Messages/sec Dropped Due To Multiple Incompatible DNS SRV Results\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 069 - External Messages/sec Dropped Due To Incompatible Message Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 071 - Messages/sec Dropped Due To Incompatible Asserted Identity\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 071 - Messages/sec Dropped Due To Incompatible Asserted Identity\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 073 - Messages/sec Dropped Due To Incompatible Boss Domain\
	

	LC:SIP - 09 - Access Edge Server Messages\SIP - 073 - Messages/sec Dropped Due To Incompatible Boss Domain\
	

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	Enterprise Edition

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	LC:USrv - 18 - Directory Search\USrv - 005 - Search Latency (ms)\_Total
	

	LC:SIP - 02 - Protocol\SIP - 005 - Incoming Requests Dropped/sec\
	Standard Edition

	LC:SIP - 02 - Protocol\SIP - 009 - Incoming Responses Dropped/sec\
	

	LC:USrv - 18 - Directory Search\USrv - 005 - Search Latency (ms)\_Total
	


Tuning Performance Threshold Rules

There are no rules that we recommend tuning out of the box.

Enabling Advanced Trending and Diagnostics Performance Rules

There are no optional advanced trending rules.
Slow WAN Links or Large Branch Office Deployments

There is no additional configuration necessary.
Security Considerations

The Management Pack does not have issues running in low privilege environments.
There are no Run-As Accounts configured or necessary.

Computer Groups

There are no groups contained in the MP.

Understanding Management Pack Operations

The Management Pack is monitoring the different Office Communications Server Server Roles. 

There is a top level folder called “Office Communications Server”

Under this folder is an overview for all Roles of “Active Alerts”.
Every particular role has a subfolder and each subfolder contains views for:

· Active Alerts

· Events

· Performance Counters 
Those are targeted to the specific role.
Objects the Office Communications Server 2007 Management Pack Discovers

The Office Communications Server 2007 Management Pack discovers the object types described in the following table. Not all of the objects are automatically discovered. Use overrides to discover those that are not discovered automatically. For information about discovering objects, see the "Object Discoveries in Operations Manager 2007" topic in Operations Manager 2007 Help (http://go.microsoft.com/fwlink/?LinkId=108505). 

	Category
	Discovered Automatically

	A/V Authentication Service
	Yes

	A/V Edge Server
	Yes

	Access Edge Server
	Yes

	Archiving and CDR Server
	Yes

	Audio/Video Conferencing Server
	Yes

	Communicator Web Access
	Yes

	Deployment Validation Tool Agent
	

	Deployment Validation Tool Server
	

	Enterprise Edition
	Yes

	Mediation Server
	Yes

	Proxy Server
	Yes

	QoE Monitoring Server
	

	Standard Edition
	Yes

	Web Components Server
	Yes

	Web Conferencing Edge Server
	Yes

	Web Conferencing Server
	Yes


Entries in table are examples.
Use the following procedure to enable automatic discovery. The procedure uses SQL 2005 Agent Job as an example.

To use an override to change the setting for automatic discovery

	1.
In the Authoring pane, expand Management Pack Objects, and then click Object Discoveries.

2.
On the Operations Manager toolbar, click Scope, and then filter the objects that appear in the details pane to include only Office Communications Server 2007 objects.

4.
On the Operations Manager toolbar, click Overrides, click Override the Object Discovery, and then click For all objects of type: SQL 2005 Agent, For a group.

5.
In the OverridesProperties dialog box, click the Override box for the Enabled parameter. 

6.
Under Management Pack, click New to create an unsealed version of the Management Pack, and then click OK.


After you change the override setting, the object type will be automatically discovered and will appear in the Monitoring pane under SQL Server.

Classes

The following diagram shows the classes defined in this management pack.

This Management Pack has a flat discovery of all Office Communications Server 2007 Server Roles.

The views in the console show the list of roles – each role is a class.

How Health Rolls Up

This Beta MP does not have health roll ups  

Viewing Information in the Operations Manager Console
The following is the folder structure of the Office Communications Server 2007 MP.

	Office Communications Server

	A/V Edge Server

	Access Edge Server

	Archiving Server

	Audio/Video Conferencing Server

	Call Detail Recording

	Communicator Web Access

	Enterprise Edition

	Mediation Server

	Monitoring

	Proxy Server

	Standard Edition

	Web Components Server

	Web Conferencing Edge Server

	Web Conferencing Server


Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.

For general instructions on placing a monitored object in maintenance mode, see How to Put a Monitored Object into Maintenance Mode in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108358).

Troubleshooting

There is no workaround or troubleshooting necessary when installing this MP.
Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that allow you to display rules and other information about the management packs you import.

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.

To view knowledge for a monitor

	1.
In the Operations Console, click the Authoring button.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand the targets until you reach the monitor level. Alternatively, you can use the Search box to find a particular monitor.

4.
Click the monitor, and in the Monitors pane, click View knowledge.

5.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides using the Command Shell, use the following procedure.

To display monitors for a management pack

	1.
In the Command Shell, type the following command:

a.
get-monitor -managementPack name.mp | export-csv filename

b.


2.
A .csv file is created. The .csv file can be opened in Microsoft Excel.

.
noteDSDOC112778PADS         Note 

d.
In Excel, you may be required to specify that the .csv file is a text file.


For example, the command below retrieves data for the monitors associated with one of the core management packs:

get-monitor -managementPack System.Health.Library.mp | export-csv "C:\monitors.csv"
How to Display Overrides for a Management Pack

To display overrides for a management pack use the following procedure.

To display overrides for a management pack

	1.
In the Command Shell, type the following command:

get-override -managementPack name.mp | export-csv filename
2.
A .csv file is created. The .csv file can be opened in Excel.

Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, this command displays the overrides for one of the core management packs:

get-override -managementPack Microsoft.SystemCenter.OperationsManager.Internal.mp | export-csv "c:\overrides.csv"
How to Display All Management Pack Rules

Use the following procedure to display a list of rules for the management packs that you imported. The list of rules can be viewed in Excel.

To display management pack rules

	1.
In your management server, click Programs, and then click System Center.
2.
Click Command Shell.

3.
In the Command Shell window, type the following command:

a.
get-rule | select-object @{Name="MP";Expression={ foreach-object {$_.GetManagementPack().DisplayName }}},DisplayName | sort-object -property MP | export-csv "c:\rules.csv"

b.


4.
A .csv file is created. The .csv file can be opened in Excel.

.
noteDSDOC112778PADS         Note 

d.
In Excel, you may be required to specify that the .csv file is a text file.


How to Display Monitor Thresholds

To display monitor thresholds, use the script described in this section. This script works for the majority of monitors. It creates a .csv file that with the following columns, and can be viewed using Excel.

	Column
	Description

	Type
	The type of objects the monitor is targeted to

	DisplayName
	The display name of the monitor

	Threshold
	The threshold used by the monitor

	AlertOnState
	Determines whether the monitor generates an alert when the state changes

	AutoResolveAlert
	Determines whether the generated alert will be automatically resolved when the monitor state goes back to green

	AlertSeverity
	The severity of the generated alert


Run the following script to create the .csv file that displays the monitor thresholds:

function GetThreshold ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$threshold = $config.Config.Threshold
if($threshold -eq $null)
{
$threshold = $config.Config.MemoryThreshold
}
if($threshold -eq $null)
{
$threshold = $config.Config.CPUPercentageThreshold
}
if($threshold -eq $null)
{
if($config.Config.Threshold1 -ne $null -and $config.Config.Threshold2 -ne $null)
{
$threshold = "first threshold is: " + $config.Config.Threshold1 + " second threshold is: " + $config.Config.Threshold2
}
}
if($threshold -eq $null)
{
if($config.Config.ThresholdWarnSec -ne $null -and $config.Config.ThresholdErrorSec -ne $null)
{
 $threshold = "warning threshold is: " + $config.Config.ThresholdWarnSec + " error threshold is: " + $config.Config.ThresholdErrorSec 
}
}
if($threshold -eq $null)
{
if($config.Config.LearningAndBaseliningSettings -ne $null)
{
$threshold = "no threshold (baseline monitor)"
}
}
return $threshold
}
$perfMonitors = get-monitor -Criteria:"IsUnitMonitor=1 and Category='PerformanceHealth'"
$perfMonitors | select-object @{name="Target";expression={foreach-object {(Get-MonitoringClass -Id:$_.Target.Id).DisplayName}}},DisplayName, @{name="Threshold";expression={foreach-object {GetThreshold $_.Configuration}}}, @{name="AlertOnState";expression={foreach-object {$_.AlertSettings.AlertOnState}}}, @{name="AutoResolveAlert";expression={foreach-object {$_.AlertSettings.AutoResolve}}}, @{name="AlertSeverity";expression={foreach-object {$_.AlertSettings.AlertSeverity}}} | sort Target, DisplayName | export-csv "c:\monitor_thresholds.csv"
How to Display Performance Collection Rules

To display performance collection rules, use the script in this section. This script works for the majority of monitors. It creates a .csv file that with the following columns, and can be viewed using Excel.

	Column
	Description

	WriteAction
	Contains information about where the performance counter is written

	WriteToDB or CollectionPerformanceData
	Writes to the Operations Manager database

	WriteToDW or CollectPerfDataWarehouse
	Writes to the data warehouse

	WC
	Stores baseline data for a performance counter into the operational database


 To display the performance collection rules present in the management group, run the following script:

function GetPerfCounterName ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
return ($config.Config.ObjectName + "\" + $config.Config.CounterName)
}
function GetFrequency ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$frequency = $config.Config.Frequency;
if($frequency -eq $null)
{
$frequency = $config.Config.IntervalSeconds;
}
return ($frequency)
}
function GetDisplayName($performanceRule)
{
 if($performanceRule.DisplayName -eq $null)
 {
  return ($performanceRule.Name);
 }
 else
 {
  return ($performanceRule.DisplayName);
 }
}
function GetWriteActionNames($performanceRule)
{
 $writeActions = ""; 
 foreach($writeAction in $performanceRule.WriteActionCollection)
 {
  $writeActions += " " + $writeAction.Name;
 }
 return ($writeActions);
}
$perf_collection_rules = get-rule -criteria:"Category='PerformanceCollection'"
$perf_collection_rules | select-object @{name="Type";expression={foreach-object {(Get-MonitoringClass -id:$_.Target.Id).DisplayName}}},@{name="RuleDisplayName";expression={foreach-object {GetDisplayName $_}}} ,@{name="CounterName";expression={foreach-object {GetPerfCounterName $_.DataSourceCollection[0].Configuration}}},@{name="Frequency";expression={foreach-object {GetFrequency $_.DataSourceCollection[0].Configuration}}},@{name="WriteActions";expression={foreach-object {GetWriteActionNames $_}}}  | sort Type,RuleDisplayName,CounterName | export-csv "c:\perf_collection_rules.csv"
Appendix: Scripts

This Management Pack does not contain any scripts.
Appendix: Reports

There are no reports included in this Management Pack
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